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Abstract
 Due to the numerous vulnerabilities that the railway networks are exposed to, the paper analyzes the risk management infrastructure for Amtrak Corporation. From the analysis, readers can comprehend approaches that law-enforcement officers use to mitigate security threats within the country. The cut edge for the new security strategies can only be justified when they effectively reduce security challenges within Amtrak's railway system. Amtrak has failed in the past to carry security risk assessments, and since the United States (US) is more prone to terror attacks than ever, there is an insatiable need to secure our railway networks. The challenges that Amtrak is facing can be attributed to the lack of a coordinative framework that enables law-enforcement officers to operate. The federal and the state government needs to go back to the drawing board and identify underlying factors that are inhibiting deterrence of terrorist activities. Now more than ever, Amtrak needs to be cautious enough to prevent an attack on its system since there have been similar attacks in cities of major world economies and it only a matter of time before the US falls victim. In this regard, proactive legislative policies should be implemented to supplement the 9/11 law.



Risk Assessment Strategy for Amtrak
 Amtrak is extensive railway network within the United States (US) that is accessible to all American citizens. The ease of accessibility presents tradeoffs of security risks since attackers can use the loopholes within the vast railway infrastructure. Therefore, there is need to employ security measures to prevent the occurrence of terrorist activities in the future. There are underpinning security risks that need to be mitigated to create a safe railway transport network. Until 2012, Amtrak did not have a comprehensive framework to identify, manage, and mitigate risks and it should be a cause of concern to the management (Office of Inspector General, 2012). The paper succinctly discusses the Amtrak infrastructure system, identifies vulnerabilities, and the approaches to be used to mitigate the risks. Also, the paper provides a conceptual framework of emerging trends in the railway industry as well as the existing federal and state policies that enhance the resiliency of the sector. 
System Infrastructure 
	In 2011, Amtrak decided to adopt Electronic Railway Management (ERM) system as a step towards strategic planning to enhance the financial performance of the corporation. The technology is inevitable since it will enable the company to rectify the weak risk identification practices using an incremental methodology. The corporation has strived to separate public and private spaces, provide excellent visibility to enable surveillance of public areas such as terminuses, work together will law-enforcement officers to enhance monitoring within the stations, use architectural designs that makes it difficult for intruders to enter railway stations, and place safety and security signage (Amtrak Station Planning and Guide, 2013). The Amtrak rail system serves industrial areas, retailers, and wholesalers within the US. Since it is government owned-profit organization, the government has taken a keen interest in providing a holistic solution to the security problems. The system covers 46 states and an annual passenger carriage approximating 31 million, and the number of Americans using rail transport is 86000 (Frank, 2015). The system has 21 regional railroads as well as similar infrastructure within 510 localities making it one of the vast transport systems with the US.
	Amtrak is coordinating with a myriad of stakeholders such as state and federal agencies as well as community-based developers. The corporation has numerous departments that work together to ensure the system runs smoothly. Most importantly, the work with the Government Affairs Department and has hired expertise from operational, engineering, emergency management, legal, and corporate security agencies. The Department of Transportation provides funds for construction purposes and ensures that building designs adhere to passengers’ safety standards.  The Department of Homeland Security ensures security and formulates plans to mitigate potential risks. Transport Departments within various states fund state-supported Amtrak’s projects and oversee the inclusion of proposed rail services. Real estate developers develop transit and intermodal centers for national and regional terminuses (Amtrak Station Program and Planning Guide, 2013). Amtrak’s shareholders and executives have expressed dissatisfaction in the lack of an established risk management system and are agitating for enhancements. 
	Similar systems are faced with problems of terrorist attacks; consequently the transport industry is under scrutiny to improve security levels. On 11TH Sep. 2001, the US was attacked making clear that our security framework was not extensive enough to protect us from such occurrences (Frank, 2015). The Transport Security Administration responded by enacting many legislations to allocated more funds to the transport industry to improve the safety of American passengers. Transport networks including the aviation, pipeline, maritime, and roads were provided with security systems that would identify and mitigate threats. The modes of transport mentioned above are the prime targets for terrorists that in the past have caused considerable damages to property and death of victims. Many Americans use aviation and railway transport systems; therefore, mass destruction can be perilous. Terrorists have shifted their focus on railway transport, and after the successful capture of Osama bin Laden, the US is concerned about retaliatory activities. Overseas' terrorist attacks on trains have compounded the issue; Moscow, London, Mumbai, and Paris have fallen victim to these attacks.
The transport security assessment infrastructure finds it challenging to anticipate terrorist attacks and in case of an occurrence leads to mass casualties. Airplanes and vehicles carrying flammable fluids such as petroleum products is a significant concern since attackers can detonate these automobiles while passing through populated areas. When aircraft and cars explode, civilians often have no time to flee the attack scenes and end up losing their lives. Empirical evidence shows that 75% of attacks carried out on trains are as a result of bomb explosions (Frank, 2015). Nonetheless, commuting services have complained that the available security measures often experience delays limiting their ability to counter terrorist activities effectively.  Despite these challenges, the Association of American Railroads (AAR) reported in 2014 that they had allocated approximately $28 billion to develop and upgrade the existing railway network. The enhancements have been accompanied by the employment of roughly 17000 personnel between the years 2012 and 2014 (Frank, 2015). 
Vulnerabilities 
	Amtrak passengers are vulnerable to death from shooting sprees and knife attacks even though the latter is rare. Knife attacks are mostly witnessed in situations when passengers have clashed; therefore, it does not have a concrete basis to be labeled as a terrorist attack, but it is still a security threat. For instance, in 2014, a passenger stabbed four persons to death in a train traveling Chicago to Michigan (Frank, 2015). The situation occurred since there were no Amtrak police officers onboard and their local counterparts were the ones who came to the aid of threatened passengers. Even though knives are prohibited in Amtrak trains, the assailant utilized the loophole random screening has created to sneak a weapon. Amtrak Police Department (ADP) ought to carry out intensive searches and include weapon detection methodologies that would prevent passengers from hiding items such as knives. Failure to do so will result in many innocent civilians losing their lives at the hands of these attackers. 
 Moreover, the Federal Bureau of Investigation (FBI) has developed an interest in Amtrak's situation and responded by addressing the issues of active shooters. The FBI provided statistical data that showed that there had been 160 cases of active shootings between 2000 and 2013 (Frank, 2015). Dynamic shooting presents are challenging to mitigate since they usually occur within a small period that law-enforcement officers cannot respond timely enough to stop the shooters. The ease which loaded guns can find their way in Amtrak trains raises concerns of the magnitude of security threats facing passengers using this mode of transport. Police officers have been worrisome of confronting suspected passengers on the terminuses without violating their rights. The employment of mandatory screening of passengers gave passengers a glimpse of hope; however, attackers can sneak weapons onboard through their luggage. The openness of the Amtrak railway system makes it difficult to screen passengers' luggage at the terminuses since the trains are operating under rigorous schedules and delays are never condoned. The Senate Committee of Commerce reported that 3700 persons have lost their lives from terrorist attacks on trains and buses (2011). In this regard, APD officers have to go through training to hone their rapid response tactics to prevent loss of more lives. 
Also, American citizens have a preference for traveling in trains than other modes of transport translating to 10 billion trips yearly. The statistics are enticing to terrorist attackers who anticipate high casualties from their attacks. From a federal standpoint, the TSA puts much emphasis on airports consequently creating a security gap that terrorist attackers exploit. Alarming statistics show that 98% of security funds are set aside for the aviation industry leaving a meager 2% to railway transport (The Senate Committee on Commerce, 2011). The latter has been treated as a stepchild over the years and it time proactive measures are taken to rectify the imbalance. Due to the inadequate budgetary allocations for the train industry together with the openness of the system, there are few checkpoints as well as baggage checks similar to the ones carried out in the airports. Also, passengers are not required to produce their identification documents like in airports since tickets are enough. Besides, unlike in airports where dogs are used to detect legal weapons such as bombs and firearms; Amtrak security system cannot mitigate security risks especially in crowded areas. In this regard, the TSA officers are not able to distinguish law-abiding citizens from terrorists and intruders.
In addition, the Amtrak system covers 21000 miles, and it is absurd to think that these lines are unprotected even though they carry multitudes of American passengers (Anderson & Wells, 2015). Noteworthy, the fuss about the insecurities within Amtrak’s railway system and it cannot without mentioning that level of incompetency the TSA and the APD have displayed over the years. There have been numerous cases of these law-enforcement agencies allowing illegal persons into Amtrak trains.  It is no brainer that without collaboration between local police officers and APD significantly reduces their responsiveness to terrorist attacks. Without proper training of personnel working within trains, then the Amtrak system will remain vulnerable to security threats since it does not run background checks on the passengers. 
Also, there are not standardized search procedures that ensure the screening of travelers, baggage, and carry-on very difficult. Besides stations do not have metal detector devices installed on the walkthrough; therefore, they can search for metallic weapons. The subways do also have imaging devices including body scanners that enable screening operations without making physical contact with the passengers. The lack of x-ray systems also prevents Amtrak to check luggage for metallic and non-metallic objects (Frank, 2015). Furthermore, there no restrictions imposed on passengers concerning being onboard with bottled drinks that terrorists can use to cause biological attacks on travelers. The size of luggage passengers are allowed to carry onboard is not taken into account in Amtrak's security risks assessment operations. Assailants are likely to carry large luggage into the trains where they use to hide unlawful weapons such as ammunition. Collectively, Amtrak is acting out of mere negligence, yet they are exposing their customers to potential security risks.
Jurisdictional Resilience 
	Jurisdictional stakeholders should foster partnership ties with themselves and the public to enhance security measures within the Amtrak railway system. Collaborative efforts will ensure the efficacy of functional framework, cyber networks, and physical assets. The security environments will in a way that persons can provide feedback on security threats to law-enforcement officers. The APDs, Homeland Security Officers, the FBI, and the TSA should formulate risk-assessment plans that carry out surveillance periodically to mitigate risks within Amtrak. There should be multi-layered security infrastructures that terrorists cannot bypass with ease; therefore, intervention measures should be carried out in two faces (prevention and deterrence). Circumvention of these procedures will enable TSA and APD officers to weed out persons that are suspected of terrorism.
	Also, coordination among the six units of the APD should be inevitable since Amtrak needs to establish a function communication infrastructure that incorporates the services of the National Communication Center (Frank, 2014). The inclusion of the National Communication Center into the system will ensure those police officers respond with utmost urgency in case of reports on potential terror attacks. Besides, the system should be synchronized in a way that APD officers can coordinate with other security agencies like the FBI to ensure that law-enforcement officers are dispatched to the areas of crimes. The effectiveness of such coordination is aided by emergency and non-emergency hotlines available to the public. The employment of K-9 units, who are specially trained security officers from various departments to the ground, should be considered since they help deter attacks before the terrorists are allowed onboard. The officers can detect unlawful weapons among the passengers will provide a sizeable anti-terrorism presence in Amtrak railway system.
	Amtrak has developed security measures that aim at mitigating security threats facing the system. Firstly, special operation units such as the K-19 have been employed to provide fast response to crime scenes have significantly improved the safety of Amtrak’s passengers. In this regard, the corporation has created K-9 explosion detection personnel that prevent terrorist attacks physiologically and physically. The team is part of a large integrative framework that incorporates TSA, state, and federal departments that use dogs to alert law-enforcement officers of individuals carrying explosive items (Amtrak, 2016). The special units also carry out surveillance on railway stations and respond tactfully to initiate deterrence procedures. Thirdly, Amtrak has created supportive systems that consist of intelligence and counter-terrorism teams that identify security threats through evaluation of repositories of intelligence information. The intelligence teams enhance the security of passengers by using real-time data to investigate security risks across Amtrak's railway system. Dissemination of classified briefings aid intelligence operations since the FBI, DHS, and the TSA are allowed access to the security reports.
 	Moreover, Amtrak requires APD officers to carry out random screening checks on passengers. The checks are powerful security tools as opposed to standardized tests since it does not allow terrorists to work around the system and find loopholes. The corporation has employed over 400 security officers among them licensed law-enforcement officers to make the project a success. The officers carry out spontaneous security checks on passengers and the latter are required to produce their identification cards at the time of purchasing travel tickets. The security searches are unannounced and are carried out as quickly as possible observing the highest levels of privacy and confidentiality of the passengers' personal information. The system ensures verification of their passengers’ identities since they require them to purchase the tickets form self-serve outlets. The total costs for emergency preparedness and the employment of special-unit security officers will cost approximately $60 million (Los Angeles Times, 2008).
	Besides, Amtrak has established strong partnerships with the local, federal, state, tribal, and private sectors that track the operations of their trains countrywide. Agencies such as international emergency management departments have joined the bandwagon to minimize the severity of terrorist attacks on civilians. The agencies endeavor to create public awareness on potential security risks through real-time transmission of information among them. Amtrak has initiated Operation RAILSAFE that aims to increase station patrols and increment of law-enforcement officers within the trains (Amtrak, 2016). In this regard, the operation has also strengthened collaborative efforts among various stakeholders who have highly-trained security personnel. The corporation has invested so much in training its personnel that is staged within Amtrak stations and its facilities across the country.
	Despite of the security surveillance carries out within the trains and the railway stations; Amtrak has intensified its operations on its infrastructures. In this regard, it has installed high-security fences, lighting devices, and video surveillance around the railway tracts to improve the safety of the passengers. The TSA is also responsible for the testing and the implementation of threat detection devices to ensure that they are operating under required conditions. Also, the corporation has increased public awareness campaigns urging civilians to be extra careful while onboard and report any cases of terror reports. The campaign activities involve the distribution of flyers and print announcements to educate the passengers on security measures they need to observe (Amtrak, 2015). Also, the corporation continuously relays security messages using their security awareness network that broadcasts to all stations around the country.
Emerging Trends 
	The number of passengers using railway transport is forecasted to increase in the coming years. Specifically, the increment in the freight volumes is attributed to the price shoot of auxiliary vehicle products such as coal, metallic ores, nonmetallic minerals, and intermodal shipments. The manufacture of automobiles is relatively expensive and regional roads have seen a lot of growth. In this regard, stone, clay, and aggregates have become relatively expensive, and federal governments are focusing on expanding railway transport to ease congestion on the roads. Besides, the prices of railway-related materials have stagnated making transport by train a viable solution. Statistical evidence shows that coal stockpiles reduced by 15% in 2017 making demands for the raw material to supersede its supply. The government will be unwilling to import coal from external markets, and the anticipation of improvement in coal's stock prices can be elusive.
 Moreover, there are new architectural designs for trains to minimize the effect of turbulent winds blowing across their bodies. Improving the comfort of the passengers requires trains to be built with metal alloys that prevent vibrations. Good architectural designs also prevent the trains from mechanical damages. Formidable structural designs also require train manufacturers are using aerodynamic techniques to suspend these transport vessels. The trains do not need the support of sleepers and base plates as new technologies enable them to be suspended on elastomeric pads reinforced with fibers (Iwincki, 2009). The technology allows the train to be supported by continuously reducing the number of accidents since the train can carry large amounts of load. In this regard, noise is significantly reduced; consequently manufactures are using this capability to create high-speed trains. Also, eco-friendly trains are constructed to minimize the negative impact on the environment. The new trains use non-fossil fuels, and energy consumption has diminished compounding the ever-growing demand for railway transport in the US.    
Evaluation of Current Policies 
	The 9/11 Commission is among landmark policy reforms that have impacted positively on the railway system in the US.  In 2009, a Congressional order allowed travelers to carry firearms within the trains (Frank, 2015). The legislation was a violation of the 9/11 act that stipulated that this was an offense and when it came effective in 2010, the federal government was threatening to withdraw funding of Amtrak's security initiatives. The alteration in the 9/11 law stipulated that passengers are entitled to security searches 24 hours before the train departs (Frank, 2015). Also, while booking for firearm reservations, the passengers are required to carry the transactions manually and not electronically. The policy also reiterated that passengers could only travel in trains that have exclusively made reservations; failure to this would lead their travel being terminated. In this regard, the federal government in collaboration with APD can regulate the number of illegal firearms with the trains.
	Additionally, the firearms should be unloaded and confined in lockets that the owners are the only ones who can access them. The lockets should be secured within suitcases and Amtrak passengers were required to prescribe to the security guidelines and regulations. The policy was binding since the passengers were required to sign Declaration Forms to show that they have consented to the agreement. The requirements mentioned above ensured comprehensive rail inspection that sealed the loopholes that terrorists could use to their advantage. 
 	In conclusion, from the conceptual framework presented above, it is clear that Amtrak and the US, in general, has not done enough to provide safety to American citizens traveling by train. Amtrak's railway system has massive coverage countrywide and connects many regional and local terminuses. The railway system lacks a comprehensive security risk assessment framework and owing to pertinent historical attacks on automobile-related industries like aviation and road transport; the corporation needs a holistic infrastructure to ensure the safety of its passengers. Also, Amtrak is exposed to a plethora of vulnerabilities that provide loopholes that terrorists look to explore and inflict harm on the American people. The security risks the railway industry is facing is as a result of neglect from the government that has put a lot of emphasis on protecting our airports at the expense of the latter. Due to the ongoing attacks on trains across different parts of the world is a wakeup call to Amtrak and other law-enforcement agencies of the vitality of security enhancement measures. Besides, new trends are emerging in the railway industry since persons are shifting to this mode of transport due to its affordability and environmental sustainability benefits. The 9/11 law provides a foundational basis for security management efforts the industry has made in protecting the civilians. Therefore, the great calls for improvements in the industry should not be disregarded, lest we face a fatal terror attack.
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